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WHY SHOULD YOU TAKE THIS TRAINING COURSE?

Information security threats and attacks grow and evolve continuously. As such, organizations are increasingly
concerned about how their valuable information is handled and protected. The best form of defence against threats
and attacks is the proper implementation, auditing, and management of information security controls and best
practices. Information security is a key expectation and requirement of customers, legislators, and other interested
parties.

PECB ISO/IEC 27001 Lead Auditor training course is designed to prepare you to audit an information security
management system (ISMS) based on ISO/IEC 27001. During this training course, you will acquire the knowledge and
skills to plan and carry out internal and external audits in compliance with I1SO 19011 and ISO/IEC 17021-1 certification

process.

The training content is comprised of practical exercises and case studies that bring you real-world expertise that
you can apply to your day-to-day operations and activities. Based on practical exercises, you will be able to master
audit techniques and become competent to manage an audit program, audit team, communication with
customers, and conflict resolution.

Our training courses are all-inclusive, meaning that they cover everything you need in order to get the certificate.
After acquiring the necessary expertise to perform an audit, you can sit for the exam and obtain a “PECB Certified
ISO/IEC 27001 Lead Auditor” credential. By holding a PECB Lead Auditor Certificate, you will demonstrate that you
have the capabilities and competencies to audit organizations based on best practices .
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WHY IS THIS COURSE MORE DESIRABLE THAN THE
OTHERS?”?

IPECB Certified ISO/IEC 27001 Lead Auditor training course is more desirable and valuable than others because it
gives you the knowledge and skills in auditing an information security management systems (ISMS). In addition, the
course teaches you how to apply those skills in practice.

Apart from showcasing what the ISO/IEC 27001 standard tells you to do, this training course tells you how to do it
through various activities, exercises, case studies, multiple-choice standalone quizzes, and scenario-based quizzes.
These will allow you to test your knowledge about the implementation process steps.

After attending the training course, you can take the exam. The exam type is unique because it is open-book and
contains multiple-choice questions. The exam contains standalone questions and scenario-based questions, which
aim to simulate real-life situations. If you successfully pass it, you can apply for a “PECB Certified ISO/IEC 27001 Lead
Auditor” credential, which demonstrates your ability and practical knowledge to implement an ISMS based on the
requirements of ISO/IEC 27001.

WHAT WILL THE CERTIFICATION ALLOW YOU TO DO?

Certification is the formal recognition and proof of knowledge that carries an important weight when you are
entering the labour market or when you want to advance in your career. Due to the technological advancements
and the complexity of cyberattacks, the demand for information security professionals continues to grow. As such,
the ISO/IEC 27001 certification has become the norm for best practices in information security auditing. By taking a
certification, you showcase a certain skill level that will display added value not only to your professional career but
to your organization as well. This can help you stand out from the crowd and increase your earning potential.

WHO SHOULD ATTEND THIS TRAINING COURSE?

Auditors seeking to perform and lead information security management system (ISMS) audits
e Managers or consultants seeking to master the information security management system audit process
¢ Individuals responsible to maintain conformity with the ISMS requirements in an organization
¢ Technical experts seeking to prepare for the information security management system audit
e Expert advisors in information security management
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LEARNING OBJECTIVES??

By the end of this training course, the participants will be able to:

Explain the fundamental concepts and principles of an information security management system (ISMS) based
on ISO/IEC 27001

Interpret the ISO/IEC 27001 requirements for an ISMS from the perspective of an auditor

Evaluate the ISMS conformity to ISO/IEC 27001 requirements, in accordance with the fundamental audit concepts
and principles

Plan, conduct, and close an ISO/IEC 27001 compliance audit, in accordance with ISO/IEC 17021-1 requirements, ISO
19011 guidelines, and other best practices of auditing

Manage an ISO/IEC 27001 audit program

GENERAL INFORMATION?

Certification and examination fees are included in the price of the training course

Trounlng material containing over 450 pages of information and practical examples will be distributed

An Attestation of Course Completion worth 31 CPD (Continuing Professional Development) credits will be issued
to all candidates who have attended the training course

In case you fail the exam, you can retake the exam within 12 months following the initial attempt for free

Five years of professional experience: Two years of work experience of information security management
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REGISTRATION FORM

Name of the Course:

BANK NAME: CBZ | INSIGHTFUL PROFESSIONALS

AUTHORISING PERSON: ACCOUNT NUMBER FCA: 12027088230010| ZiG: 12027088230020

Full Names:

Designation:

Email Address:

Company Name:

Postal Address:

Postal Code:

City & Country:

Nature of Business:
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By completing and signing the registration form, you acknowledge and accept the terms
and conditions

DELEGATE/S INFORMATION

Name Designation Mobile Email Address
Number
Terms and Conditions:
1.  Full payment must reflect in our bank account 3 working days prior to the event, Insightful Professionals Academy reserves the right to move the delegate to

10.

the next available event should the payment not be received 3 days prior to the event.

Cancellations must be made 21 days prior to the event, cancellations received up to 21 days prior to the event will 50 % refund of the conference fee,
cancellation received between 21 days and the date event will forfeit the full conference fee, delegate substitute can be made at any time at no addition cost
In case of event postponement or rescheduling, no refund will be made, arrangements for attending the next available event will be considered and Insightful
Professionals Academy reserves the right to make such decisions.

In the event of a registered delegate not attending the event (no show), no refund will be provided. It is the delegate’s res ponsibility to inform Insightful
Professionals Academy of any changes in attendance prior to the event, as per the cancellation policy.

Insightful Professionals Academy reserves the right to refuse entry or remove any delegate who behaviour is deemed inappropriate or disruptive.

By attending the event, delegates grant permission to Insightful Professionals Academy to use any photographs or video footage taken during the event for
marketing.

Insightful Professionals Academy is not responsible for any loss or damage to personal belongings during the event.

All materials provided during the event, including but not limited to presentations, documents and videos, are the intellectual property of Insightful
Professionals Academy or the respective speakers. Unauthorized use, distribution, or copying of these materials is strictly prohibited.

Insightful Professionals Academy reserves the right to make changes to program, including venue, speakers, topics and schedule without prior notice.
Insightful Professionals Academy does not guarantee specific results or outcome from attending the event. The views and opinion expressed by speakers,
sponsors or other attendees are their own and do not necessarily reflect the views of Insightful Professionals Academy.




